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Consumer Completes Transaction With 
Merchant And Receives 
Confirmation Code 



Consumer Provides Contact 
Information Of e-Notary To Entity 
Seeking Confirmation For 
Authorization of Transaction 
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Entity Contacts Consumers e-Notary 
and Provides Message That Is To Be 
Confirmed By Consumer 



e-Notary Sends Message 
To Appropriate Private Mailbox 4 ^ 



e-Notary Sends Notification To 
Consumer of Pending Request for 
Confirmation 



Upon Authentication, Consumer 
Accesses Private Mailbox To Check 
The Message That Is To Be Confirmed 



Consumer Can Confirm the Order By 
Generating and Sending Reply 
Message to e-Notary 
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Upon Reciept of Authentic Reply 
Message, e-Notary Confirms 
Transaction to the Entity That 
Requested Confirmation 
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Consumer Completes Transaction 
That Requires Signing/Notarization of 
Document 



Consumer Provides Contact 
Information Of e-Notary To Entity 
Seeking Consumer's Signature 



Entity Contacts Consumer's e-Notary and 
Provides Document That Is To Be Signed 
By Consumer 
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e-Notary Performs a Secure Functions 
Computation on The Document and Sends 
To Appropriate Private Mailbox An 
Executable That Performs the Same 
Computation 



e-Notary Sends Notification To Consumer of U 
Pending Request for Signature ^ 1 



Upon Authentication, Consumer 
Accesses Private Mailbox And 
Executes Function on Document 



Consumer Sends Results to e-Notary 



Upon Reciept of Authentic Reply 
Message, e-Notary Determines 
Whether Results Returned From 
Consumer Match The Results Obtained 
on Document Stored at e-Notary 



Document Is Deemed Signed/Notarized 
If Results Match 
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FIG. 3 



